
How to  
change your PIN?

Before you start you will need

How to change your PIN with Ubuntu?

Ubuntu | Change PIN for Smartcard (Signing Stick)

LuxTrust device
Your Smartcard or 
your Signing Sick 

(with integrated chip)

Connect the Signing Stick to a free USB port or insert the Smartcard into the card reader.

From your Terminal located in Applications, start the following task: 
/usr/bin/CCChangePinTool

LuxTrust Codes*
Initial PIN, PUK Code 

and Challenge received 
by mail (*if needed)

Smartcard Reader*
An electronic device 

that reads Smartcards 
(external or built-in) 

(*if needed)

Middleware
A desktop computer or 

laptop with the latest version 
of the LuxTrust Middleware 

for Ubuntu installed

Cher(e) client(e),
Dear customer,
Sehr geehrte(r) Kundin / Kunde,
Geachte klant,

LuxTrust Serial Number:

Veuillez détacher votre dispositif

Please detach your device

Bitte lösen Sie Ihr Produkt ab

Gelieve uw product los te maken

LuxTrust S.A. | IVY Building | 13-15 Parc d’activités | L-8308 Capellen | RCS B112233 | LU 20976985 | 
phone: +352 26 68 15 - 1 | info@luxtrust.lu | www.luxtrust.com

Veuillez trouver ci-joint votre dispositif LuxTrust. 
Avant de pouvoir l’utiliser, vous devez être en 
possession du courrier intitulé « LuxTrust Codes » 
contenant vos codes secrets. Ceux-ci vous 
permettront d’activer et de gérer votre certificat. 
Ce courrier vous parviendra dans les 5 jours 
ouvrables. 

Pour une Smartcard :

Vous devez être en possession d’un lecteur de cartes à puce (non fourni par LuxTrust). 
Vous pouvez consulter les listes des lecteurs recommandés et des revendeurs sur  
http://readers.luxtrust.lu 

Besoin d’aide ? (+352) 24 550 550    helpdesk@luxtrust.lu

Please find enclosed your LuxTrust device.

Before you can use it, you must be in possession of 
the “LuxTrust Codes” letter containing your secret 
codes that will allow you to activate and manage 
your certificate. You will receive this letter within  
5 working days.

For a Smartcard:

You need a Smartcard reader (not available from LuxTrust). You can find a list of 
recommended smartcard readers and vendors at http://readers.luxtrust.lu 

Need support? (+352) 24 550 550    helpdesk@luxtrust.lu

Anbei finden Sie Ihr LuxTrust Produkt.

Bevor Sie es benutzen können, benötigen Sie des 
Weiteren unser „LuxTrust Codes” Schreiben. Dieses 
enthält die Geheimcodes, die Sie benötigen, um 
Ihr Zertifikat zu aktivieren und zu verwalten. Dieses 
Schreiben wird Ihnen innerhalb von 5 Werktagen 
zugestellt.

Für eine Smartcard:

Benötigen Sie ein Smartcard-Lesegerät (nicht von LuxTrust vertrieben).  
Unter http://readers.luxtrust.lu finden Sie eine Liste der empfohlenen Lesegeräte 
und von Händlern.

Sie benötigen Hilfe?  (+352) 24 550 550    helpdesk@luxtrust.lu

Hierbij vindt u uw LuxTrust product.

Voordat u het kunt gebruiken moet u ook  
in het bezit zijn van de brief die “LuxTrust Codes” 
genoemd is. Daarin vindt u uw geheime codes 
waarmee u uw certificaat kunt activeren en 
beheren. Deze brief komt binnen 5 werkdagen aan.

 Voor een smartcard:

Moet u in het bezit zijn van een kaartlezer (die niet door LuxTrust geleverd wordt). U 
kunt de aanbevolen lezers en resellers raadplegen op de internetpagina: http://readers.
luxtrust.lu 

Hulp nodig?  (+352) 24 550 550    helpdesk@luxtrust.lu
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Before you begin, please make sure that the option Change PIN is selected. Continue with 
filling in the following fields:

    �Old PIN Code: Enter your current PIN (if the PIN has never been changed before, you must 
use the Current PIN from the LuxTrust Codes Document).

    �New PIN: Enter a new PIN respecting the PIN Policy instructions.

    �Confirm New PIN: Enter the new PIN to confirm.

Your new PIN must meet the following requirements:

a) must be at least 6 characters long
b) must be less than or equal to 8 characters long
c) must contain only numeric characters
d) must not reuse the last PIN code
e) must not be in the weak PIN list

Click on Apply to confirm. A message will inform you if the PIN has been changed successfully.

Some advice on choosing a suitable PIN:

   �The more characters you use, the more secure the PIN will be. 

   �Avoid using a combination of numbers that can be easily guessed, for example, your date of birth, telephone number etc.

   ��Avoid using logical sequences such as 123456, 12131415, 102030 etc.

   ��Avoid repeating the same number several times such as 222888, 55555555 etc.

   ��Avoid using repetitive or symmetrical number patterns such as 01010101, 45674567, 8091908, etc.

   ��Avoid using well-known character sequences such as 112112, 925925, etc.

   �Never disclose the PIN to anyone.

Support & Service Address

Monday to Friday
From 8am to 6pm
Phone: +352 24 550 550
Email: questions@luxtrust.lu

LuxTrust S.A.
IVY Building | 13-15, Parc d’activités
L-8308 Capellen | Luxembourg
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https://www.linkedin.com/company/luxtrust-s.a./ 
https://www.youtube.com/@LuxTrust

